s

Configuracao do Windows Vista para acesso VPN
Docentes/Funcionarios do ISEG

30-04-2009 Direccéo de Sistemas de Informacéo
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|-Parte Instalacao do certificado

1.1- Solicitar ao Centro de informatica um certificado para acesso a VPN através do seguinte email

ciiseg@iseg.utl.pt
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I-Parte Instalacao do Open VPN

1.2 — Aceder a pagina do CIISEG em e clicar na opcao “Manuais de Apoio” / “VPN”

Instituto Superiar de Econamia ¢ Gestio ! ; ranca

Imicio  Wireless / eduroam

Aunas

Docentes
Funcionarios Manuais de Apoio (L
Manuais de &poio

] E-mail & Webmai

E-mail e Webmail
] WEN

WPN

Horarios € Contactos Esta secpiio nde contem itens.

Copyrizht 2009 - Centro de Informitica
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I-Parte Instalacao do Open VPN

1.3 — Descarregue o Programa openvpn no link em baixo e executar o ficheiro de instalagao

anca_  CISEG 1

rEEN el R

Infcio Wireless / eduroam

Munos

Docentes e s i
Funcignarios VPN (Lo
Manuais de Apoio

Manual de Acesso VPN Lo
E-mail & Webmail

VPN HOTA: D acesso VPN € exclusive para funcionarios € docentes.

Horarjes e Contactes ! )
Para ter acesso a uma VPH deverd efectuar os seguintes passos:

m [dentifigue-se e solicite o acesso VPN por e-mail para ciiseg@iseg. utlpt.
m (O CIISEG enviara um ficheiro necessario a configuragao do acesso VPH (username.p12).

m Faga o download dos ficheiros € siga as iI'ISU'LH;E'ES 4o manual.

/

Downloads: manual | iseg.ovpn | openvpn.
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I-Parte Instalacao do Open VPN

1.4 —Pressione “Run” para dar seguimento a instalagao

'I.Fi.ha I.Ziawl;.-E;aad"— Eecn.;ri Warnin

a Do you want to run or save this file?

Li 1l Name: openvpn-2.1_rct-install. exe
Type: Application, 1,09MB

From: pascal.iseg.utlpt

Run | | Save | [ Cancel ]

While files from the Intemet can be useful, this file type can
potertialy ham your computer. K you do not trust the source, do not
run or save this software. ¥What s the sk ?
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I-Parte Instalacao do Open VPN

1.5 — Depois de descarregado, pressione novamente “Run” para dar seguimento a instalacao.

T —

Internet F_uplorer - Securi y

Do you want to run this software?

|E Mame: openvpn-2.1_rcdHnstall. exe
Fublisher: OpenVPH Solutions LLC

IE]More options | [ Don't Run ]

| ﬁl Withile files from the Internet can be useful, this file type can potentially harm
“%¢  your computer. Only run software from publishers you trust. What's the risk?
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I-Parte Instalacao do Open VPN

1.6 — Pressione “Next”.

A OpenVPN21

Welcome to the OpenVPN 2.1_rc4
Setup Wizard

This wizard will guide you through the installation of
OpenVPM, an Open Source VPN package by James Yonan,

Note that the Windows version of OpenVPN will only run on
Wiin 2000, XP, or higher,
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I-Parte Instalacao do Open VPN

1.7 — Pressione “l Agree”.

: OpenVPN 2.1 rcd .

Please review the license terms before installing OperVPN
24t

Press Page Down 1o see the rest of the agreement,

OpenWPM (TM) — An Open Source YPH daemon
Copyright (C) 2002-2005 OpenYPM Selutions LLC <info@openvpn.net=

This distribution contains multiple components, some

|of which fall under different licenses. By using OpenyPH
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
|zach respective component.

OpenWPN trademark

If you accept the terms of the agreement, dick I Agree to continue, You must accept the
agreement to install OpenVPN 2.1 rcd .

< Back ” I Agree ll Cancel
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I-Parte Instalacao do Open VPN

1.8 — Pressione “Next”.

CpenVPN 2.1 rcd Setup
Choose Components
Chioose which features of CperVPN 2.1 _rcd you want to install,

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPM
service if itis runming. All DLLs are installed locally.

Select components to install: &HWHEHH—SPIEME
OpenVPM GUI

OpenWPM R5A Certificate Management Scripts
OpenyPM Service

OpenyPM File Assodations

Opens5SL DLLs

| Sy N SERTE ot

Description

Space reguired: 2,.3MB
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I-Parte Instalacao do Open VPN

1.9 — Pressione “Install”.

F: OpenVPN 2.1 rcd Setup . .

Choose Install Location
Choose the folder in which to install OpenVPM 2,1 _rcd.

Setup will install Open¥PM 2,1 rc4 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Space required: 2,3MB
Space available; 39.2GB

« Back “_ Install Jl Cancel
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I-Parte Instalacao do Open VPN

1.10 — Pressione “Finish”.

ﬁ {jpéﬁ‘u'i%'[\l_:.?._l._rc.-‘-il Setup
|

Completing the OpenVPN 2.1_rc4
Setup Wizard

OpenVPM 2.1_rc4 has been installed on your computer,

Click Finishi to close this wizard,

|| Show Readme
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I- Instalacao do Software openvpn

1.11 Volte ao site do CIISEG e sobre o link do ficheiro iseg.ovpn, pressione o botao direito do rato e
escolha a opcgao “Save Target As...”

E instituto Superior de Economia e Gestio Lidgranca C“SEG B
WHCA, DF LESFIDA FieriEic ey argE =
Flradigao Centro delr Irlw !¥!§I L

§ e 0F B RTE i“l'.h

Inicio Wireless f edurcam

Muinas
Docentes RN e PHTS Y A 0 pen
Funcionarios VPN Open in New Tab

Manuzis de Apoic
E-mail & Webmail
VPN

Horarios € Contactos

Manual de Acesso ¥
MOTA: O acesso VPN €

Para ter acesso a uma

u Idenh'ﬁque—s-ei
n 0 CIISEG envi;

= Faga o downlo

Open in New Window
Save Target As...
Print Target

Cut

Copn

Copy Shortout

Paste
Add to Favorites...

Properties

iseg@liseg.utl.pt.
) do acesso VPN (username.pl2).

anual.

Downloads: manual | il
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I- Instalacao do Software openvpn

1.12- Grave para a directoria de configuragdo do Open Vpn (tipicamente: c:\Program Files\OpenVpn\Config

nicio  wireless / eduroam

Downloads: manual | is5g.ovpn | opsnvpn.
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I- Instalacao do Software openvpn

1.13- No email de resposta do CIISEG devera ter um ficheiro com o nome user.p12, grave-o na mesma directoria
de configuragao c:\Program Files\OpenVPN\config

nicio  wireless / eduroam

Downloads: manual | i58g.ovpn | SpEnvpn.
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ll- Aceder a VPN

2.1- No seu ambiente de trabalho, pressione o botéo direito do rato e no menu escolha “run as administrator”

Open

Open file location

| @  Run as administrator

Add to archive...

Add to "epenvpn-gui-1.0.3.rar"

Compress and email...

Compress to "openvpn-gui-1.0.3.rar” and email

Pin to Start Menu

Add to Quick Launch

) PowerSO 3
Restore previous versions

Send To ¥

Cut
Copy

Create Shortcut
Delete

Rename

Properties
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ll- Aceder a VPN

2.2- Em baixo do lado direito tera um simbolo com 2 monitores a vermelho e um globo, clique com o botao direito do
rato e escolha “connect”

Connect
Disconnect

Shiow Status

View Log
Edit Config

Change Password

) 4
-

Proxy Settings

About
Exit

el w6 100
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ll- Aceder a VPN

2.2-Introduza o seu login e password (iguais aos do webmail e de acesso a rede do ISEG)

Curent Skate; Connecting

Tuespr 28 10:48:09 2003 OperPN 2.1_rod Win32-MinGh' [S5L] [L202] built on apr 25 2007

' ijen‘.l"PN - User A;.l,l:hen'ticat'u:-n

Usermame: lalmlndu

1xxxxxxxx

Faszword:

ok | Cancel

Disconnect Reconnect Hide |
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ll- Aceder a VPN

2.3- Em seguida ser-lhe-a pedida a password do seu certificado. Insira a que lhe foi enviada no email do ciiseg

P T ——— S S— T

-ﬁ OpenVPM Connection GSEQ‘ - lﬂ&'

Current State: Conneching

Tue &pr 20 10:48:03 2009 O perwPN 2.1_red Wind2-MinGw' [S5L] [L202] built on Apr 25 2007

: Dpen'lufi:"hi

Erter Password:

Disconnect Reconnect J
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ll- Aceder a VPN

2.4- Aguarde alguns instantes e em breve estara ligado. A indicacao de ligacédo conluida com sucesso sera de 2
monitores com fundo verde. Assim encontra-se ligado a rede interna do ISEG.

... N

<. WLE RO 105

copyright®© Direccao de Sistemas de Informacao (ISEG)




llI-Acesso as Bases de Dados da Biblioteca

3.- Para aceder as bases de dados da bilbioteca tera de configurar no Internet Explorer, menu “Tools”, “Internet
Options”

/= Instituto Supenior de Economia e Gestdo - Windows Internet Explorer

@ * L https://aquila.iseg.utl.pt/aquila/publico/units/viewSite. do?method= presentation&unitiD=102

File Edit Wiew Favorites Tools Help

; H o= T - : b3
W8 dqnf jInstituto Superior de Economia e Gestdo [ o~ B ~ &b o> [ohPage i Toals =

= Delete Browsing History... | =
Diagnose Connection Problems.,
Instituto Superior de Economia o Gestao I { I. (il i < X
P L e e — ; Pop-up Blocker r
A I Tk { ri*PERONE BOEE
L Phishing Filter 3
Imicio  Licenciaturas Pos-Graduagdes  Mestrados MBA  Doutoramentos  Cand Manage Add-ons E
AEscola Work Offline
Ensino € Formagao Windows Update
Investigagio Full Screen F11 x
S, ¥ Menu Bar
T 3 " Toolbars r
Ligacao a Sociedade i : :‘ .
Biblioteca r4 ; MASTER IN BUSINESS Send to OneMote
i ADMINISTRATION
Mumni Internet Options
Imnranca = i
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llI-Acesso as Bases de Dados da Biblioteca

3.1- Para aceder as bases de dados da bilbioteca tera de aceder ao Internet Explorer,- menu “Tools” 2 “Internet
Options”

/= Instituto Supenior de Economia e Gestdo - Windows Internet Explorer

@ * L https://aquila.iseg.utl.pt/aquila/publico/units/viewSite. do?method= presentation&unitiD=102

File Edit Wiew Favorites Tools Help

; H o= T - : b3
W8 dqnf jInstituto Superior de Economia e Gestdo [ o~ B ~ &b o> [ohPage i Toals =

= Delete Browsing History... | =
Diagnose Connection Problems.,
Instituto Superior de Economia o Gestao I { I. (il i < X
P L e e — ; Pop-up Blocker r
A I Tk { ri*PERONE BOEE
L Phishing Filter 3
Imicio  Licenciaturas Pos-Graduagdes  Mestrados MBA  Doutoramentos  Cand Manage Add-ons E
AEscola Work Offline
Ensino € Formagao Windows Update
Investigagio Full Screen F11 x
S, ¥ Menu Bar
T 3 " Toolbars r
Ligacao a Sociedade i : :‘ .
Biblioteca r4 ; MASTER IN BUSINESS Send to OneMote
i ADMINISTRATION
Mumni Internet Options
Imnranca = i
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llI-Acesso as Bases de Dados da Biblioteca

3.2- Clique em Lan Settings

Internet C')ptiun.sl E’! X

To set up an Internet connection, dick
Setup.

Dial-up and virtual Private Network settings

Choose Settings if you need to configure a praxy
server for a connection.

Local Area Network (LAN) settings -

LAN Settings do not apply to diglup connections.

Choose Settings above for dialup settings.

oK I l Cancel
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llI-Acesso as Bases de Dados da Biblioteca

3.3- Clique em “use a proxy server..” e introduza adress“proxy.iseg.utl.pt” e port:”3128”, de seguida clique em
advanced

Internet Opticns.
| _. Local Area Netwo __ ) Sel'tl g3

H Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[T automatically detect settings

Ei |Use automatic configuration script

Proxy server

7] Use & proxy server for your LAN (These settings will not apply to
== dial-up or VPN connections).

Address:  proxy.seg.utl.p  Port: 3128 Advanced

[¥] Bypass proxy server for local addresses

oK |[ Cancel l

Local Area Metwork (LAN) settings -

LAM Settings do not apply to dial-up connections, LAM settings

Choose Settings above for dial-up settings.
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llI-Acesso as Bases de Dados da Biblioteca

3.4 Certifique-se de que o enderec¢o da proxy se encontra nas 3 primeiras linhas

Internet Opticns

[¥]Use the same proxy server for all protocols

Exceptions

[ B Do not use proxy server for addresses beginning with:

E

IJse semicolons ( ;) to separate entries.
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Concluido

FIM

DSI Maio de 2009
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